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HAZARD-SPECIFIC ANNEX #1 - TERRORISM 


1.	Lead Individuals – Staunton, Waynesboro, and Augusta County:

Directors of Emergency Management (County Administrator/City Managers)
Coordinators of Emergency Management/Services
Deputy Coordinators of Emergency Management/Services
Federal Bureau of Investigation


2.	Support Agencies and Organizations:

Augusta County Sheriff’s Office
City of Staunton Police Department
City of Waynesboro Police Department
Augusta County Fire and Rescue Department
City of Staunton Fire Department
City of Waynesboro Fire Department
Virginia Department of Emergency Management
Virginia State Police
Federal Department of Homeland Security
Federal Emergency Management Agency


3.	Purpose:

The purpose of this annex is to provide incident-specific guidance to plan for an effective emergency response, in the event of a terrorism incident.


4.	Scope and Applicability:

All communities are vulnerable to acts of terrorism.  Intelligence gathering and tactical capabilities vary between jurisdictions as well as levels of government.

The fact that an emergency or disaster situation was a result of a terrorist act will not always be evident during the initial emergency response phase and may not be determined until days, weeks, or months after the event has occurred. 

Terrorist threats range from easily obtainable common high yield explosives, industrial chemicals, and radiological medical products to more difficultly obtained military grade nuclear, biological, and chemical (NBC) weapons and material.  These varying components of the threat spectrum provide the capacity to develop and tailor an attack to target specific vulnerabilities utilizing resources available. 

Explosives have been the most common weapons utilized in both international as well as domestic terrorist attacks. Use of explosives in terrorist attacks is preferred, as resources and instructions for producing a bomb are easily acquired.  The execution of the tactic can be relatively simple—involving very little risk and producing desired effects in an immediate and dramatic manner. 

Terrorists, to a greater extent than other criminals, tend to operate in unpredictable ways, aiming to create fear and turmoil.  They rely on surprise to achieve both, striving to defy deterrence interventions.  Terrorists tend to operate intentionally outside of predictable patterns to exploit elements of fear and uncertainty, so such patterns are less likely to show up in the data.  

The emergency response organization must develop the tactical capability to quickly recognize and respond to the range of potential tactics that could be employed locally as well as regionally.

The effects of a chemical, biological, or nuclear terrorist act will likely overwhelm local, regional, and state capabilities. The Federal Bureau of Investigation, Department of Homeland Security (DHS), the Federal Emergency Management Agency (FEMA) and other federal agencies may, in accordance with the National Response Framework, provide an immediate response and recovery assistance.


5.	Policies:

· All agencies assigned responsibilities within this annex will develop and maintain the necessary plans, SOPs, mutual aid agreements and model contracts to successfully accomplish their tasks.


6.	Organizational Structure:

The three emergency management organizations are based on a broad, functionally oriented, multi-hazard approach to disaster response that can be quickly and effectively integrated with all levels of government. In the initial stages of response to and recovery from a terrorist event, the local emergency management organizations will provide the framework under which local resources will be deployed and coordinated. Law enforcement officers are the first line of defense. 

The Federal Bureau of Investigation (FBI), by presidential directive, is in charge of the response to a terrorist incident. The Federal Department of Homeland Security, in coordination with the Virginia Department of Emergency Management and the three jurisdictions, will support the FBI in coordinating and fulfilling non-law enforcement response and recovery missions. The Virginia State Police, in coordination with local law enforcement personnel, will be supporting the FBI in their functional responsibilities.
 
Upon arrival of regional, state, and federal resources, command and control of response and recovery operations will be structured under a unified command organization that will include but not limited to the following: The Emergency Management/Services Coordinator, the State Coordinating Officer (SCO), the Federal Coordinating Officer (FCO), FBI-Special Agent in Charge, Virginia State Police, and a State-On-Scene Coordinator. The State-On-Scene Coordinator will initially be either the VDEM Regional Coordinator or the Hazardous Materials Officer who arrives on the scene first. The designation of the State-On-Scene Coordinator may change depending on the type of incident and as more senior officials arrive at the scene. The Unified Command organization will be modified to include representatives from other emergency support functions (e.g., fire, health, public works, and communications) as well as private industry depending on the following factors: the terrorist tactic(s) employed, the challenges presented to the emergency management community in responding to and recovery from the tactic(s), the target group involved, and the community impacted. 


7.	Concept of Operations / Emergency Management Actions:

7.1	Concept of Operations:

7.1.1	Hazards Analysis/Plan Development

The Emergency Management/Services Coordinator, in coordination with the Augusta County Sheriff’s Department, the Staunton Police Department, and the Waynesboro Police Department, will conduct a hazards analysis to identify groups that may pose a threat to the community, as well as facilities or activities that may be at risk or potential targets of terrorist acts. A capability assessment should be conducted to identify what resources will be needed to effectively respond to and recover from the potential situations identified. A listing of resources available within the jurisdiction, as well as outside of the region, from public and private sources, should be developed. Potential target facilities and activities should be evaluated in terms of what measures could be implemented to mitigate potential acts of terrorism. Facility plans should be developed, reviewed, and tested in coordination with the appropriate local, state, and federal government agencies. 



7.1.2	National Incident Management System

In responding to any terrorism emergency or disaster situation within the three jurisdictions, the National Incident Management System (NIMS) should be utilized to effectively organize and integrate multiple disciplines into one multi-functional organization. This command system is comprised of five functions that include the following: command, operations, planning, logistics, finance, and administration. An Incident Commander is responsible for ensuring that all functions identified above are effectively working in a coordinated manner to fulfill the established objectives and the overall management strategy that were developed for the emergency at hand. An Operations Chief, who reports directly to the Incident Commander, is designated to conduct the necessary planning to ensure operational control during emergency operations.

7.1.3	Site Assessment/Security

To ensure public safety, as well as facilitate response and recovery, first responders may implement initiatives, security, and access control measures in and around the disaster site immediately. The area should be quickly evaluated in terms of public health and safety considerations in order to identify the need to implement any protective actions, as well as the use of protective equipment by response personnel entering the area in order to conduct life-saving activities. Once it is suspected or determined that the incident may have been a result of a terrorist act, the Emergency Management/Services Coordinator will notify the Virginia Department of Emergency Management, who will in turn notify the appropriate state and federal agencies. Local law enforcement will immediately begin working with the Emergency Management Director, Emergency Management/Services Coordinator, the Fire Chief, and other emergency support functions on scene to ensure that the crime scene is preserved to the maximum extent possible. 

7.1.4	Unified Command

Response to a suspected, threatened, or actual terrorist event will typically involve multiple jurisdictions and levels of government. These situations will be managed under a Unified Command Organization, as outlined in the NIMS. Members of the Unified Command are jointly responsible for the development of objectives, priorities, and overall strategy to effectively address the situation. The Unified Command Organization will be structured very similar to the Incident Management System already in place and functioning at the local level. 

7.1.5	Tactical Support

Once federal authorities have been notified of a suspected, threatened, or actual terrorist incident, a federal interagency team will be rapidly deployed to the scene. This team will be compromised of members who have the technical expertise to deal with a full range of terrorist tactics to include biological, chemical, and nuclear incidents. In the case of an incident involving nuclear materials, weapons, or devices, the Department of Energy’s National Nuclear Security Administration will provide the necessary technical assistance in responding to and recovering from such events. Local, regional, and state specialized teams (e.g., hazmat, crime narcotics, gang, hostage, etc.) who have skills, equipment, and expertise to support these operations will assist these teams as directed. 

7.1.6	Preserving the Crime Scene

Due to the very nature of terrorist acts involving a variety of tactics, law enforcement personnel should work in tandem with one or more emergency support functions to preserve the crime scene, while carrying on life saving actions, implementing the necessary protective actions, developing strategies to protect response personnel, and in defining and containing the hazard. Therefore, while responding to the incident and carrying out their functional responsibilities, first responders become potential witnesses, investigators, and sources of intelligence in support of the crime scene investigation. As such, they must be trained in looking at the disaster area as a potential crime scene that may provide evidence in determining the cause of the event and identifying the responsible party(s). Responders must also be aware that the crime scene may harbor additional hazards to responders as they carry out their responsibilities. Emergency Support Functions will have to review and modify their response procedures to ensure that the crime scene can be preserved to the extent possible without compromising functional responsibilities or standards of service. 

7.1.7	Accessibility Policies

Once the life-saving activities and investigation of the crime scene are completed and the area is considered safe, the area will be made accessible to damage assessment team, restoration teams, property owners, insurance adjusters, media, etc. However, access to the area may still be limited depending on the extent of damage sustained, general conditions of the area, and who is requesting access. Accessibility and reentry policies should be developed, in cooperation with the appropriate local, state, and federal officials to define who will be given access to the damaged areas, any time restrictions regarding access, whether escorts will be necessary, and what protective equipment will be required, if any, to enter the area. Methods to facilitate identification and accountability of emergency workers, media, insurance adjusters, and property owners will also be developed for safety and security purposes, utilizing some system of colored badges, name tags, arm bands, etc. Security personnel will be responsible for enforcing the policies and procedures developed. Areas onsite that pose a potential hazard or risk will be identified and cordoned off with the appropriate isolation and warning devices. 

7.1.8	Training/Exercises 

Trained and knowledgeable response personnel are essential in effectively assessing the scene and recognizing situations that may be of a suspicious nature or that could pose additional harm to responders as well as the general population. Local law enforcement and fire and rescue personnel may have a basic course to enhance awareness and improve recognition of such situations. Also, responders should be trained to fulfill their functional responsibilities in the context of a crime scene environment that may pose a variety of unique health, safety, and environmental challenges. Responders will have a thorough understanding of their responsibilities in responding to a terrorist act, as well as how their role and responsibilities interface with other state and federal response components of the terrorist response and recovery team. 

To ensure an effective response capability, local training for terrorist incidents may be integrated with the state and federal training programs and based on state and federal guidance. Training should focus on tactical operations for explosive, chemical, and biological agents, hostage taking, skyjacking, barricade situations, kidnapping, assaults, and assassinations. Local specialized crime units such as gang, organized crime, narcotics, as well as hazmat teams will have skills that terrorism training can use and build upon. 

	7.2	Emergency Management Actions:

7.2.1	Normal Operations

a. Develop, review and test terrorism response plans, policies, and procedures.

b. Provide training to departments and staff on task-appropriate plans, policies, and procedures.

c. Establish the Unified Command Management System as the organizational framework that representatives of local, state, federal government will operate under while responding to and recovering from acts of terrorism.

d. Identify critical systems/facilities within the three jurisdictions, assess their vulnerability to terrorist actions, and develop and implement the necessary mitigation and response strategies.

e. Assess local and regional resource capabilities in context of potential terrorist acts. 

f. Identify sources of special equipment and services to address shortfalls identified in capability assessment.

g. Develop protective actions for response personnel, as well as the general population at risk, to follow in responding to a suspected or actual terrorist event involving a variety of tactics. 

h. Provide guidance for potential terrorist targets to follow in assessing their vulnerability to such events as well as in developing mitigation strategies and response capabilities. 

i. Coordinate and integrate planning efforts of critical public and private systems and facilities in order to ensure an effective response to, recovery from, and mitigation against terrorist attacks. 

j. Enhance and broaden local and regional response capabilities by developing a training program that integrates local, state, and federal resources. 

k. Ensure local and regional capability to effectively address mass casualty and mass fatality incidents involving both uncontaminated and contaminated victims. 

l. Develop the necessary decontamination, contamination containment, and monitoring procedures to ensure the safety of response personnel, the evacuated population, and the general population in situations involving chemical, biological, radiological agents.
m. Identify and address potential legal, environmental, and public safety health issues that may be generated by such events. 

n. Prepare mutual aid agreements with surrounding jurisdictions to augment local resources.

o. Develop and coordinate the necessary prescript announcements with the public information office regarding the appropriate protective actions for the various terrorist tactics and situations that may confront the jurisdiction. 

7.2.2	Increased Readiness

Although terrorist actions occur with little or no warning, there may be situations where notice of terrorist actions may be received by the jurisdiction, target facility, or individual(s) just prior to occurrence.

a. Alert appropriate local, state, and federal agencies that have the expertise, resources, and responsibility in mitigating against, responding to, and recovering from such events.

b. Determine availability of special team members.

c. Attempt to prevent an event from occurring by locating and eliminating the hazard, identifying, and apprehending responsible party(s).

d. Notify public of threat as appropriate and implement and advise risk population of the necessary protective actions to take in context of anticipated event.

e. Stage resources out of harm’s way and in areas that can be effectively mobilized.

f. Ensure appropriate recordkeeping such that federal or state disaster assistance can be sought for reimbursement of disaster related expenditures.

7.2.3	Emergency Operations

a. Follow established plans and SOPs.

b. Implement hazmat, search and rescue, and other plans, policies and procedures, as necessary.
c. Dispatch emergency response teams to disaster area.

d. Establish a command post and utilize the Unified Command Management System to effectively integrate and coordinate response resources and support from all levels of government.

e. Provide for the security of evacuated areas, critical facilities, resources, and the impacted area to protect crime scene and facilitate response and recovery efforts. 

f. Develop, implement, and enforce accessibility policies that will define who will be given access to the damaged and impacted areas, any time restrictions regarding access, whether escorts will be necessary, and what protective gear and identification will be required, if any, to enter these areas. 

g. Implement the necessary traffic control measures that will facilitate evacuation from the risk area and enhance and complement site security measures following the event.

h. Activate mutual-aid agreements as necessary.

i. Establish a joint information center to coordinate the timely and appropriate release of information during the response and recovery phases. 

j. Coordinate and track resources (public and private) and document associated costs.

k. Continue to provide record keeping, as required.

7.2.4	Recovery

a. Upon completion of crime investigation, restore scene to condition prior to event.

b. Continue to monitor area as necessary for any residual after-effects.

c. Maintain protective actions as situation dictates.

d. Review plans, policies and procedures in respect to the recent emergency response.  Update as necessary and disseminate.

e.	Continue to coordinate and track resources, and document costs. Compile and submit records of incurred disaster related expenses.
f.	Continue to keep public informed of recovery developments.

g.	Develop and implement long-term environmental decontamination plan, as necessary, in coordination with the appropriate local, state, and federal government agencies. 


8.	Roles and Responsibilities:

8.1	Augusta County, Staunton, and Waynesboro Emergency Management/ Services

· Develop plans and identify training programs as described in this annex to prepare Law Enforcement and Fire/EMS/Rescue Departments to respond to terrorism incidents.

· Coordinate the initial response to the incident with assistance by Law Enforcement and Fire/EMS/Rescue Departments.

8.2	Federal Bureau of Investigation

· Presidential Directive 39 states the Federal Bureau of Investigation is the designated lead federal agency for any terrorism event.

8.3	Augusta County Sheriff’s Office, Staunton Police Department, Waynesboro Police Department

· Coordinate crisis management with the Virginia State Police and provide traffic and crowd control, as needed.

8.4	Fire/EMS/Rescue Departments

· Provide technical rescue and search and rescue support, as needed.

8.5	VDEM, FEMA, DHS, and other supporting agencies

· Provide immediate response and recovery assistance.




9.	Authorities:

In addition to those listed in the Basic Plan:

Presidential Directive 39 – U.S. Policy on Counterterrorism. The White House, Washington, D.C., June 21, 1995.

[bookmark: _GoBack]Presidential Directive 62 – Combating Terrorism. The White House, Washington, D.C., May 22, 1998.
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