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This following measures will be considered in accordance with Threat Condition  (ThreatCon) Alpha, Bravo, Charlie or Delta:


THREATCON ALPHA

This condition applies when there is a general threat of possible terrorist activity against area facilities or events, the nature and extent of which are unpredictable and circumstances do not justify full implementation of ThreatCon Bravo measures. However, it may be necessary to implement certain selected measures from higher ThreatCons because of  intelligence received or as a deterrent. The measures in the Threatcon Alpha must be capable of being maintained indefinitely.

MEASURE 1:  At regular intervals, remind all personnel to report suspicious personnel, particularly carrying suitcases or other containers, or those observing, photographing, or asking questions about government operations or security measures.  Unidentified vehicles parked or operated in a suspicious manner in the vicinity of listed facilities (See Appendix 2) should be reported to the police.  Abandoned parcels or suitcases as well as any other activity considered suspicious should also be reported.

MEASURE 2:  Responsible facility personnel will review emergency evacuation plans for listed facilities.

MEASURE 3:  Responsible facility personnel will ensure that doors are not blocked open or left unattended.

MEASURE 4:  Police will perform periodic random exterior and/or interior security. Police will physically check out any suspicious vehicle parked near listed facilities and do a license check as necessary.

MEASURE 5:  Review all plans related to the introduction of higher ThreatCons.

MEASURE 6:  Notify organizers of major events involving the assembly of large numbers of people of the threat and the measures in this Appendix.

MEASURE 7:  Activate a level one EOC to consider the threat and review plans. (See Appendix 3)

MEASURE 8:  Hospitals and rescue units will review mass casualty, decontamination, biological, radiological and chemical procedures. 


THREATCON BRAVO

This condition applies when an increased and more predictable threat of terrorist activity exists. The measures in this ThreatCon must be capable of being maintained for weeks without causing undue hardship, affecting operational capability. Continue all measures for ThreatCon Alpha.

MEASURE 9:  Increase the frequency of warnings required by Measure 1 and inform employees of additional threat information.

MEASURE 10:  Place designated employees on call so they will not be out of reach of contact by telephone, cell phone, or beeper for more than one hour without approval. Approval will be contingent upon a knowledgeable replacement that is aware of the requirements of this plan.

MEASURE 11:  Review provisions associated with implementation of ThreatCon Charlie.

MEASURE 12:  The trash containers and all other containers where items could be hidden will be moved inside listed facilities or a minimum of 25 meters from these buildings.

MEASURE 13:  All listed facilities will be kept secure and police officers will continue frequent random rounds.

MEASURE 14:  At the beginning and end of each workday and at frequent intervals, designated facility personnel will inspect the interior and exterior of buildings for suspicious activity or packages, or for signs of tampering, or indications of unauthorized entry. 

MEASURE 15:  No deliveries will be accepted at any facility without being checked. Employees will be advised to inspect their personal mail at home and to encourage family members to do likewise.

MEASURE 16: Encourage family members to report suspicious packages to local law enforcement agencies, and refrain from handling them until cleared by appropriate authority. This will be accomplished by including this information in the briefings for the workforce.

MEASURE 17:  Increase both overt and covert security force surveillance of locally designated soft targets to improve deterrence and build confidence among staff and family members. 

MEASURE 18:  Inform employees and family members of the general threat situation to stop rumors and prevent unnecessary alarm. This will be accomplished through briefings and e-mail.

MEASURE 19:  Brief representatives of all units and activities concerning the threat and security implemented in response to the threat. Implement procedures to provide periodic updates for these unit and activity representatives. 

MEASURE 20: Verify the identity of all personnel entering listed facilities (inspect identification cards or grant access based on visual recognition) . Visually inspect the exterior or all suitcases, briefcases, packages and other containers. Increase the frequency of inspections of suitcases, briefcases and other containers. 

MEASURE 21:  Increase the frequency of random identity checks conducted by security patrols on the facilities. 

MEASURE 22:  Employees will be reminded to lock parked vehicles and inspect vehicles for suspicious items before entering and driving them.

MEASURE 23:  Brief all law enforcement personnel, and security argumentation force personnel concerning the threat and policies governing use of force/rules of engagement.

MEASURE 24:  Increase liaison with state police, National Ground Intelligence Center and the FBI to monitor the threat to personnel and facilities.

MEASURE 25:  Implement limited spot checks of  employees entering and departing facilities and make random checks under vehicles parked in designated locations.

MEASURE 26:  Meet with major event planners (See Appendix 1) and discuss the possible cancellation of the event.


THREATCON CHARLIE

	This condition applies when an incident occurs or indications that a terrorist action against a listed facility is imminent. Since these measures will have a major effect on organizations, they can only be implemented for a short time.

MEASURE 27:  Includes all measure from ThreatCon Alpha and Bravo.

MEASURE 28:  Keep all personnel responsible for implementing anti-terrorist plan at their places of duty. Call in all police officers and assign them post.

MEASURE 29:  Reduce listed facilities access points to the absolute minimum necessary.

MEASURE 30:  Control entry  with ID cards or personal recognition of all employees or visitors.  Issued badges or escort visitors. Closely account for  ID cards.

MEASURE 31:  Enforce centralized parking of vehicles away from sensitive buildings.

MEASURE 32:  Increase patrolling of the facilities.

MEASURE 33:  Protect all points where entrance to facilities is required.

MEASURE 34:  Erect barriers and obstacles to control traffic flow.  Block off streets around listed facilities, as required.  Close the parking lots as required.

MEASURE 35: Consider closing public roads and facilities that might make sites more vulnerable to terrorist attacks and  limiting parking to within 25 meters of listed facilities.

MEASURE 36:  Listed facilities will no longer accept delivery of packages for any facility or employee. All deliveries not accepted will be returned. 

MEASURE 37:  Designated facility personnel will check 100% of packages, bags and briefcases carried by visiting personnel entering the facility.

MEASURE 38:  Consider a level two or level three activation of the EOC. 


THREATCON DELTA

This condition applies in the immediate area where a terrorist attack has occurred or intelligence indicates that a terrorist action against specific locations, events or persons is likely to happen. This ThreatCon is normally a localized warning.

MEASURE 39:  Continue all measures from ThreatCons Alpha, Bravo, and Charlie.


MEASURE 40:  Augment police as necessary. Consider stopping all major events involving the gathering of large groups of people.

MEASURE 41:  Control access and implement positive identification of all personnel. Consider requesting that only identified essential personnel report for duty.

MEASURE 42:  Search all suitcases, briefcases, packages, etc., brought into the facilities. Conduct 100% checks of everyone entering the listed facilities.

MEASURE 43:  Make frequent checks of building exteriors and parking areas.  Police officers will be on continuous roving patrol.

MEASURE 44:  Minimize all administrative journeys and visits. All non-essential visits 
to designated facilities will be terminated.

MEASURE 45:  Activate the EOC to the appropriate level.
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